APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 



Zilka-Kotab, PC I 

P.O. BOX 721 120 gold, avi m 

S AN JOSE, C A 95 172- 11 20 I 



PAPER NUMBER 



NOTIFICATION DATE | DELIVERY MODE 
08/20/2010 ELECTRONIC 



Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

anita @ zilkakotab .com 
dottie @ zilkakotab .com 
j ennifer @ zilkakotab.com 



PTOL-90A (Rev. 04/07) 



l/ffflrC? nVrliUli Otfff Iff ids y 


Application No. 

09/609,690 


Applicant(s) 

WU ET AL. 


Examiner 

AVI GOLD 


Art Unit 

2457 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )^ Responsive to communication(s) filed on 07 July 2010 . 
2a )□ This action is FINAL. 2b)^| This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-18 and 30-32 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^3 Claim(s) 1-18 and 30-32 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) Q Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) O The drawing(s) filed on is/are: a)0 accepted or b)0 objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

30 Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) ^| Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5 ) □ Notice of Informal Patent Application (PTO-152) 

Paper No(s)/Mail Date . 6) □ Other: . 

PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 20100812 



Application/Control Number: 09/609,690 Page 2 

Art Unit: 2457 

DETAILED ACTION 

This action is responsive to the RCE amendment filed on July 7, 2010. Claims 1 
and 30 were amended. Claims 31 and 32 were added. Claims 1-32 are pending. 

Response to Amendment 
Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1 -1 6 and 30-32 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Irwin, U.S. Patent No. 6,393,026, in view of Kadambi, U.S. Patent 
No. 6,850,521. 

Regarding claim 1, Irwin teaches an apparatus for processing data packets, 
comprising: 

a first data processing unit adapted to filter incoming packets (col. 5, lines 46-52, 
col. 6, lines 5-8, Irwin discloses a data packet processing system that forwards packets 
and assigns a program counter); 
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an addressable memory unit in which a plurality of instruction sets for packet 
processing are stored (col. 6, lines 5-8, Irwin discloses a data packet processing 
system); 

a second data processing unit adapted to process incoming packets according to 
one of said plurality of instruction sets after the filtering, based on a thread assigned to 
the incoming packets by the first data processing unit (col. 6, lines 5-16, Irwin discloses 
a thread assigned to the packets that allows the forwarding program to process the 
packets); and 

a data bus connecting the addressable memory unit and the first and second 
data processing units, (col. 8, lines 49-52, Irwin discloses a processor bus). 

Irwin fails to teach the limitation further including wherein the first data processing 
unit is adapted such that the filtering of the incoming packets includes determining 
whether to accept or discard each of the incoming packets. 

However, Kadambi discloses filtering of packets including packet discard and 
packet acceptance (col. 30, lines 59-66). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Irwin in view of Kadambi to have the first data processing unit 
adapted such that the filtering of the incoming packets includes determining whether to 
accept or discard each of the incoming packets. One would be motivated to do so 
because it allows for advanced filtering of packets. 

As to claim 2, Irwin teaches the apparatus of claim 1 , further comprising a table 
(col. 1, lines 32-57). 
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Irwin fails to teach the limitation further including a policy condition table 
connected to said first data processing unit, said policy condition table having a plurality 
of rules stored therein. 

However, Kadambi discloses a rules engine attached to the FFP (col. 31, lines 
20-34). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Irwin in view of Kadambi to use a policy condition table connected to 
said first data processing unit, said policy condition table having a plurality of rules 
stored therein. One would be motivated to do so because it allows for rules to be 
applied to the filtering of packets. 

As to claim 3, Irwin teaches the apparatus of claim 1 , further comprising a table 
(col. 1, lines 32-57). 

Irwin fails to teach the limitation further including a policy action table connected 
to said data bus and said addressable memory unit, wherein said policy action table 
stores at least one data processing policy. 

However, Kadambi discloses a filtering logic (col. 35, lines 57-64). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Irwin in view of Kadambi to use a policy action table connected to 
said data bus and said addressable memory unit, wherein said policy action table stores 
at least one data processing policy. One would be motivated to do so because it allows 
for rules to be applied to the filtering of packets. 
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Regarding claim 4, Irwin and Kadambi teach the apparatus of claim 3, wherein at 
least one of said policies comprises: 

a first address pointer element for identifying the location in said addressable 
memory unit of one of said plurality of instruction sets (col. 35, lines 57-64, Kadambi 
discloses logic 141 1 in the FFP 141 which points to instruction sets to take action), and 

a second address pointer element for identifying the location in said addressable 
memory unit of a state block (col. 31, lines 20-34, Kadambi discloses the FFP which is 
essentially a state machine). 

Regarding claim 5, Irwin and Kadambi teach the apparatus of claim 3, wherein 
said first data processing unit assigns a thread to each said incoming packet, wherein 
said thread corresponds to one of said policies stored in said policy action table (col. 35, 
lines 24-65, Kadambi). 

Regarding claim 6, Irwin and Kadambi teach the apparatus of claim 3, wherein 
said first data processing unit comprises logic for matching a first incoming packet to a 
stored first rule and for generating a first thread if the first incoming packet matches said 
first rule, said first thread identifying the location of one of said at least one data 
processing policies in said policy action table (col. 35, lines 24-65, Kadambi). 
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Regarding claim 7, Irwin and Kadambi teach the apparatus of claim 6, wherein 
said second data processing unit is adapted to process the first incoming packet 
according to said data processing policy corresponding to said first thread (col. 31 , lines 
20-34, col. 35, lines 24-65, Kadambi discloses the use of FIFO in the FFP). 

Regarding claim 8, Irwin and Kadambi teach the apparatus of claim 6, wherein 
said data processing policy comprises a first address pointer to a starting address of a 
first set of instructions and a second address pointer to a starting address of a state 
block stored in said addressable memory unit, said state block used by said first set of 
instructions for processing the first incoming packet (col. 31, lines 20-34, col. 35, lines 
57-64, Kadambi). 

Regarding claim 9, Irwin and Kadambi teach the apparatus of claim 6, wherein 
said thread is assigned to said first incoming packet based on said first rule (col. 30, 
lines 54-61, col. 35, lines 24-65, Kadambi). 

Regarding claim 10, Irwin and Kadambi teach the apparatus of claim 6, wherein 
said first processing unit further comprises logic for matching a second incoming packet 
to a stored second rule and for generating a second thread if the second incoming 
packet matches the second rule, said second thread identifying the location of one of 
said at least one data processing policy in said policy action table (col. 35, lines 24-65, 
Kadambi discloses different rules used in the filtering logic). 
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Regarding claim 11, Irwin and Kadambi teach the apparatus of claim 10, wherein 
said second data processing unit is adapted to process the second incoming packet 
according to said data processing policy corresponding to said second thread (col. 35, 
lines 24-65, Kadambi). 

Regarding claim 12, Irwin and Kadambi teach the apparatus of claim 10, wherein 
said second thread is assigned to said second incoming packet based on said second 
rule (col. 35, lines 24-65, Kadambi). 

Regarding claim 13, Irwin and Kadambi teach the apparatus of claim 3, wherein 
said first processing unit further comprises logic for matching a plurality of incoming 
packets to a stored corresponding plurality of rules and for generating a thread for each 
packet that matches one of said plurality of rules, each said thread identifying the 
location of one of said at least one data processing policy in said policy action table (col. 
35, lines 24-65, Kadambi). 

Regarding claim 14, Irwin and Kadambi teach the apparatus of claim 13, wherein 
the second data processing unit is adapted to process each packet according to said 
data processing policy corresponding to said thread associated with said packet (col. 
35, lines 24-65, Kadambi). 
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Regarding claim 15, Irwin and Kadambi teach the apparatus of claim 13, further 
comprising a memory unit connected to said first data processing unit and to said 
second data processing unit, said memory unit adapted to temporarily store packets 
before processing by said second data processing unit (col. 31, lines 35-45, col. 35, 
lines 24-65, Kadambi discloses packets stored within FFP). 

Regarding claim 16, Irwin and Kadambi teach the apparatus of claim 1, wherein 
said second data processing unit comprising a plurality of general purpose processors 
for executing instructions in parallel (col. 5, lines 46-54, Kadambi discloses a plurality of 
modular systems on chip for parallel processing) 

Regarding claim 30, Irwin and Kadambi teach an apparatus for processing data 
packets, comprising: 

a first data processing unit adapted to filter incoming packets (col. 5, lines 46-52, 
col. 6, lines 5-8, Irwin); 

an addressable memory unit in which a plurality of instruction sets for packet 
processing are stored (col. 6, lines 5-8, Irwin); 

a second data processing unit adapted to process incoming packets according to 
one of said plurality of instruction sets after the filtering, based on a thread assigned to 
the incoming packets by the first data processing unit (col. 6, lines 5-16, Irwin); 

a data bus connecting the addressable memory unit and the first and second 
data processing units (col. 8, lines 49-52, Irwin); 
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wherein a policy condition table connected to said first data processing unit, said 
policy condition table having a plurality of rules stored therein (col. 31 , lines 20-34, 
Kadambi); 

wherein a policy action table connected to said data bus and said addressable 
memory unit, wherein said policy action table stores at least one data processing policy 
(col. 35, lines 57-64, Kadambi); 

wherein said first data processing unit comprises logic for matching a first 
incoming packet to a stored first rule and for generating a first thread if the first incoming 
packet matches said first rule, said first thread identifying the location of one of said at 
least one data processing policies in said policy action table (col. 35, lines 24-65, 
Kadambi); 

wherein said second data processing unit is adapted to process the first incoming 
packet according to said data processing policy corresponding to said first thread (col. 
30, lines 54-61, col. 35, lines 24-65, Kadambi); 

wherein said data processing policy comprises a first address pointer to a 
starting address of a first set of instructions and a second address pointer to a starting 
address of a state block stored in said addressable memory unit, said state block used 
by said first set of instructions for processing the first incoming packet (col. 31 , lines 20- 
34, col. 35, lines 57-64, Kadambi); 

wherein said first processing unit further comprises logic for matching a second 
incoming packet to a stored second rule and for generating a second thread if the 
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second incoming packet matches the second rule, said second thread identifying the 
location of one of said at least one data processing policy in said policy action table; 

wherein said second data processing unit is adapted to process the second 
incoming packet according to said data processing policy corresponding to said second 
thread (col. 35, lines 24-65, Kadambi); 

wherein a memory unit connected to said first data processing unit and to said 
second data processing unit, said memory unit adapted to temporarily store packets 
before processing by said second data processing unit (col. 5, lines 46-54, Kadambi); 

wherein said second data processing unit comprising a plurality of general 
purpose processors for executing instructions in parallel (col. 5, lines 46-54, Kadambi); 

wherein the apparatus includes a control logic unit coupled to an input and the 
policy condition table for feeding an arithmetic logic unit, which is in turn coupled to the 
policy action table and the state block for generating an output (col. 31 , lines 35-45, col. 
35, lines 24-65, Kadambi); 

wherein the first data processing unit is adapted such that the filtering of the 
incoming packets includes determining whether to accept or discard each of the 
incoming packets (col. 30, lines 59-66). 

Regarding claim 31, Irwin and Kadambi teach the apparatus of claim 1, wherein 
determining whether to accept or discard each of the incoming packets includes reading 
header information and contents for each incoming packet, and searching for a 
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matching rule in a policy condition table for each incoming packet (Kadambi, col. 30, 
lines 59-66, col. 31, lines 20-50). 

Regarding claim 32, Irwin and Kadambi teach the apparatus of claim 31, wherein 
the incoming packet is discarded when the incoming packet does not match a rule 
stored in the policy condition table, the incoming packet is discarded when the incoming 
packet matches a rule instructing the first data processing unit to discard the incoming 
packet, and the first data processing unit forwards the incoming packet for processing 
when the incoming packet matches a rule instructing the first data processing unit to 
forward the incoming packet for processing (Kadambi, col. 30, lines 59-66, col. 31, lines 
20-50). 

3. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Irwin and Kadambi in view of Scales, U.S. Patent No. 5,761,729. 

Irwin teaches the invention substantially as claimed including a data packet 
processing system and method for a router which uses a packet switching software for 
routing data packets between data networks (see abstract). Kadambi teaches the 
invention substantially as claimed including a method and apparatus for high 
performance switching of data packets in local area communications networks (see 
abstract). 

As to claim 17, Irwin and Kadambi teach the method of claim 16. 
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Irwin and Kadambi fail to teach the limitation further including at least one said 
general purpose processor comprising a complex instruction set computer processor. 

However, Scales teaches a distributed computer system including a distributed 
shared memory (see abstract). Scales shows evidence of the use of a complex 
instruction set computer processor (col. 1, lines 63-67; col. 2, lines 1-7, 49-67; col. 3, 
lines 1-8, 41-63). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Irwin and Kadambi in view of Scales to use a complex instruction set 
computer processor. One would be motivated to do so because a complex instruction 
set processor can perform several low-level operations and can deal with packet 
complexity. 

As to claim 18, Irwin and Kadambi teach the method of claim 16. 

Irwin and Kadambi fail to teach the limitation further including at least one said 
general purpose processor comprising a reduced instruction set computer processor. 

However, Scales teaches a distributed computer system including a distributed 
shared memory (see abstract). Scales shows evidence of the use of a reduced 
instruction set computer processor (col. 1, lines 63-67; col. 2, lines 1-7, 49-67; col. 3, 
lines 1-8,41-63). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Irwin and Kadambi in view of Scales to use a reduced instruction set 



Application/Control Number: 09/609,690 Page 13 

Art Unit: 2457 

computer processor. One would be motivated to do so because a reduced instruction 
set processor allows for rapid execution of a sequence of simple instructions. 



Response to Arguments 

4. Applicant's arguments with respect to claims 1-18 and 30-32 have been 
considered but are moot in view of the new ground(s) of rejection. 



Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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